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Cyber-crime in the news again
The recent report1 of an SRA rebuke and fine for
three partners of a law firm tricked by fraudsters
into paying the proceeds of a property sale into
the wrong bank account is a salient reminder of
the persistent problem of cyber-crime. Amongst
the admissions of misconduct in this case were a
failure to make sufficient checks before payment;
a failure to report the matter to the SRA; and a
failure to reimburse the client promptly. As
regards the latter allegation, the loss was incurred
in November 2014 but the client was not repaid
until October 2015 as the firm was awaiting
payment from insurers. Rule 7 of the SRA Accounts
Rules imposes a strict requirement to replace
monies improperly withdrawn from client account
promptly upon discovery regardless of the
progress of a claim on insurers.

The SRA disciplinary action followed news of the
successful claim for breach of trust against London
firm Mischon de Reya. The fraudulent sale had
been perpetrated by a tenant claiming to be the
rightful property owner, a particular risk given the
ease with which the criminal can produce address
evidence for the customer due diligence
procedures ("CDD") to accompany forged identity
documents.

A claim for negligence by the purchaser client for
their losses failed, but Mishcon de Reya were
nonetheless found liable for breach of trust. Fault
is largely irrelevant in the issue of whether a
breach of trust has occurred since the funds had
been used for purposes other than those for
which they were held. The issue then was whether
relief for the breach of trust should be granted
under section 61 Trustee Act 1925 on grounds that
the trustee has conducted himself "honestly and
reasonably, and ought fairly to be excused for the
breach of trust". 

In the widely publicised appeal case of Nationwide
v Davisons2, relief was granted in the solicitors'
favour but has been refused in a number of other
reported cases, such as Santander UK Plc v R.A.
Legal Solicitors3. The concern now is that, whereas
these earlier decisions were based on the standard
of conveyancing involved, the Mishcon de Reya
case seems to have been decided more on the
policy consideration that if relief is granted and no
blame can attach to either representative firm the
losses will lie with the client. It will inevitably be a
matter of concern for firms and insurers alike if
cases are now to be determined on the availability
of insurance rather than the level of fault of those
involved.

Leave to appeal has been granted to Mishcon de
Reya and the case is likely to be heard before the
end of the year possibly conjoined with the other
high profile case 4 P&P Property Ltd v Owen White &
Catlin (1) and Crownvent (2) In view of the
importance of this issue to the profession, the Law

Society is considering whether to intervene in the
appeal. It is to be hoped that a clearer ruling can
be made on how these troublesome cases should
be resolved. 

As one of the firms that acted in the P&P Property
case, Mills & Reeve has suggested that the
response needed is some new form of fraud
compensation scheme. For the time being,
however, suggestions in the Gazette and
elsewhere that purchasers' solicitors should seek
an undertaking from their counterparts that
appropriate CDD has been obtained may cause
more problems than solutions. Looked at another
way, unless any given firm is willing to provide
such an assurance when acting for a vendor why
should they then expect to receive one when
acting for a purchaser?

At very least, however, any absent owner must be
advised to provide details for the Land Registry
property alert service, and the vendor's advisers
must always seek clear address evidence for their
client that links them to the property in question
or one of the registered addresses - the critical
failure on the part of the firm acting for a client
who transpired to be a fraudster in another recent
case Purrunsing v A'Court & House Owners
Conveyancers Ltd.5

The underlying risk for most firms is that identity
checking has come to be seen as an administrative
chore for money laundering compliance rather
than the vital risk management process that it is.
The result is that the process is not undertaken
with sufficient care. Tedious as these procedures
are, the cases and the SRA disciplinary action
above demonstrate only too clearly that the risks
are much too great for them to left in the sole
charge of our junior employees. 
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