REGULATION REPORT

basis that there is a breach of Principle
2 i.e. a failure to uphold public trust and
confidence in the solicitors’ profession.
It should go without saying that the
fundamental objective of keeping
a comprehensive file is to maintain
a cradle to grave record of every
communication between the solicitor
and the client and with any third
party involved in the matter. The file
may be requested by the client who
instructs a new solicitor. It may be
required for preparation of a bill of
costs for assessment by the court.
It may be required by professional
indemnity insurers to defend a claim
for negligence. It may be required by
the Legal Ombudsman in connection
with a complaint of poor service. And,
last but not least the SRA may require
a copy of the file in connection with an
investigation.

WHAT’S IN A FILE?
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A recent SRA
regulatory
settlement
agreement1
banned a trainee
solicitor from
working in the
profession after
he altered the
time and date on two emails in
an attempt “to keep up with his
work”.
Reports appear regularly in the
legal media such as Solicitor who
falsified documents with Tipp-Ex
struck off 2 ; SDT strikes off young
solicitor who faked documents to
cover insurance error 3 and £50k
fine for partner at leading firm who
“recreated” letters 4. These and
other similar reports highlight the
regrettable fact that fabricating and
backdating documents has become
a common area of misconduct.
The usual reason for concocting
documents on the client file is
so that the fee earner can hide
inactivity or conceal wrongdoing.
With fee earners ever more
IT savvy, it has become more
tempting to create new documents
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or to amend existing documents in
an attempt to cover up misconduct
or plain incompetence. I hasten to
add that such misdemeanours are
almost always detected by modern
day software.

all communication takes place via
email. The vast majority of firms
appreciate that electronic folders
need to be maintained and email
chains carefully stored in the
client’s file.

This type of misconduct often
arises because of failings of file
maintenance. File maintenance is
not the most exciting topic in the
world but it is an area where I am
increasingly seeing problems. The
art of keeping a comprehensive file
seems to have gone out of fashion
and does not appear to be covered
within law schools or continuing
professional development
programmes.

However, with the more innovative
and informal methods of practice
being permitted by the SRA, we are
seeing fee earners communicating
via text and What’s App – where
the chances of storing those
messages on the client file are nil.
We are also seeing practitioners
using Gmail or Hotmail for business
instead of a dedicated business
email address with the concurrent
risk to confidentiality. The risks
involved in using such channels
to communicate with clients are
immense.

There was a time when there would
only be a hard copy version of the
file with the correspondence and
attendance notes in chronological
order and a section for documents,
drafts, and invoices. The neat order
of the file was a source of pride for
secretaries and personal assistants
and was impressed upon the fee
earners as an important skill.
Move forward a few years and
letters are a thing of the past and

Alongside these informal methods
of electronic communication is the
temptation to engage in casual
and familiar language with clients
and even in exchanges with expert
witnesses and Counsel which
are disparaging of clients or the
opposition. Such temptation must
be resisted at all costs. These are
not private exchanges. The SRA
can and will investigate on the

In any of those instances a complete
record is essential. What I have seen
in recent months, and was the impetus
for this column, is solicitors “tidying up”
the file before sending it on to insurers
or a replacement firm or even the
SRA. By “tidying up” I mean reviewing
the handwritten notes and typing an
attendance note months or years after
the attendance in question and then
destroying the original handwritten note.
The insertion of a client care letter where
none existed in the first place is another
inadvisable ruse.
Destroying or tampering with evidence
and/or doctoring the client file is a very
serious matter. If a client care letter has
not been sent out or crucial attendance
notes not kept you are stuck with the
problem but that problem is de minimis
compared to being accused of deception
by the SRA. There is, of course, no
objection to the file being sent as is warts and all. If the recipient cannot
read the manuscript notes then the
solicitor can be asked to interpret the
notes and prepare a typed version to
assist understanding but there can no
representation that this later typed note
is contemporaneous.
Taking any steps to doctor a file is
foolhardy in the extreme and will result
in the SRA alleging lack of integrity at
best and dishonesty at worst. There is
no short cut. Files have to be kept up
to date on a regular basis. It is a boring
but essential task which cannot be
overlooked.
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HOW LAW FIRMS SHOULD MITIGATE THE
RISK OF BUSINESS EMAIL COMPROMISE
In a changing world where businesses and their employees have grown used to
working from home and are adopting a flexible approach for the future is it any wonder
that business email compromise remains the overriding cybercrime?
In sectors such as legal where colleagues
have previously relied on each other
for advice in the office, new working
arrangements rely heavily on employees
sticking to processes and procedures.
Unfortunately, many businesses continue to
fall short, and far too often lone employees
are at the mercy of fraudsters who are
experts in social engineering and cyberskills.
Yet the reality could and should be so
different. Despite the data suggesting that
business email compromise made up 43%
of all cybercrimes loses globally in 2020 (1)
and the accumulated losses are now more
than $28billion (2) the scam itself remains
unsophisticated.
Despite the narrative from some
commentators, it is not a complicated
fraud, and its certainly preventable.
Granted the fraudsters are toying with
new techniques such as business identity
compromise using deep fake videos and
synthesized voiceovers. However, in
the main, a business email compromise
remains a fraud that relies on human traits
such as lack of knowledge, indifference,
impatience, and somewhat surprisingly that
of embarrassment.
So, what can be done to adjust the balance
and put fraudsters on the back foot?
Firstly, lets remind ourselves of what a
business email compromise involves. In
the main, and in relation to any business
conducting financial transactions, it involves
someone being deceived into changing
banking instructions by way of an email.
There are variants such as CEO fraud but
in the main, most compromises involve
a business receiving new fraudulent
instructions to change a payment invoice/
mandate and changing them without
conducting the requisite due diligence.
Effectively the fraudsters are watching
your emails between you and your client/
customer/supplier and then sending you
new instructions after you have received the
legitimate ones.

and likely beyond. The excuses may have
changed such as “my bank manager has
died so we need to change the bank details”
but its still an email with new instructions. Its
still primarily from a lookalike or new email
address. Its still asking you make a payment
to change to a new bank likely in a different
country.
So why are businesses not doing the allimportant due diligence and just picking
up the phone? Is it embarrassment that
they have potentially been deceived by
something so simple as a single email? Is it
the belief that they are unlikely to be a victim
of fraud because they can “spot” them a
mile off or it only happens to someone else?
Whatever the reason the fraudsters are
still, to an extent, winning. Business email
compromise can and should be a thing of
the past. Have a process in place, pick up
the phone and protect your money. Don’t be
another statistic. The answers and solutions
are entirely in your hands. Literally.
To help you understand further about
business email compromise and how you
can potentially mitigate the risk to your
company and clients please join me on the
16th November 2021 at No 5 Barrister's
Chambers, Fountain Court, 5 Steelhouse
Ln, Birmingham where I will be presenting
on Business Email Compromise as part
of our partnership with Birmingham Law
Society. During the conference I will go
through all the red flags associated with this
fraud and show in detail how to mitigate the
risk. I will also explain the different typologies
and methodologies used by the fraudsters
and go through some case studies and
take any questions to help you with your
continued professional development.
Register here: http://mk.westernunion.

com/BLS-Email-Compromise

Source: IC3 – Federal Bureau of Investigation Internet Crime
Complaint Center. www.ic3.gov

Has much changed since the FBI
first starting recording business email
compromise crimes in its own category? To
be honest the methodology has not evolved
or indeed needed to. The fraudsters as
previously mentioned are developing new
methods of impersonation and not just a
reliance on a simple email but in truth the
same techniques are in place and in play
that were used as recently as four years
ago as we see now during the pandemic
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